KnneHT-CepBep



HI TP

HyperText Transter Protocol


https://tools.ietf.org/html/rfc2616

Pecypc

/notes

/notes/films

/notes/films/pinned



Apnpec pecypca

http://localhost:5000/notes?limit=10&sortBy=name

* -+ + * *

scheme host port path query



3anpoc

POST /notes HTTP/1.1

Accept: application/json

Accept-Encoding: gzip, deflate

Content-Type: application/json; charset=utf-8
Host: localhost:8080

User—-Agent: HTTPie/0.9.3

"name": "films",
"text": "Films to watch"



OTBeT

HTTP/1.1 200 OK
Content-Length: 67
Content-Type: application/json; charset=utf-8

Date: Wed, 16 Mar 2016 14:32:18 GMT
X-Powered-By: Express

"createdAt": 1458138738899,
"name": "films",
"text": "Films to watch"



MeTon

GET rnosyyeHune pecypca

POST co3faHune pecypca

DELETE yhoaneHune pecypca



200
201
204

301
304

400
403
404

500
504

Koa oTBeTa

Ok
Created
No content

Moved Permanently
Not modified

Bad request
Forbidden
Not found

Internal Server Error
Gateway Timeout


https://en.wikipedia.org/wiki/List_of_HTTP_status_codes

418 I'm a teapot




451 Unavailable For Legal Reasons

%ﬁ RAY BRADBURY
Fahrenhett

Wonderful stories

by the author of
THE ILLUSTRATED MAN
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Stateless

CaM He XpaHWT COCTOAHME KNTMEeHTa Mexay
3anpocamMu, BCe COCTOAHME LIeTMKOM

ONMMCbIBaeTCA B KaXX[OOM 3allpocCe

HTTP State Management Mechanism

11


https://tools.ietf.org/html/rfc6265

CxaTune JaHHbIX

GET /notes/films HTTP/1.1
Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK
Content-Encoding: gzip

12



KewwnpoBaHune

HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000, no-cache

private
public
max-age
no-cache

no-store

3aKelWmrpymn TONbKO Y KOHEYHOTO KNKeHTa (B bpay3epe)
3aKewWwmnpyin 1 Ha NPOMEXYTOYHbIX cepBepax (Ha CDN)

3aKewWwupyii Ha yKazaHHOe KONMYeCTBO CeKyH/

Kewwnpyi, HO Kaxabl1 pa3 NpoBepan He U3MEHWCS 1 pecypc

He Kewnpywn pecypc

13



KewwnpoBaHue

HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000, no-cache
ETag: d1d3c5c4cdb2568785balal366b7fb048

GET /index.css HTTP/1.1
If-None-Match: dl1d3c5c4cdb2568785bala366b7fb048

HTTP/1.1 304 Not Modified

14



KewwnpoBaHue

HTTP/1.1 200 OK
Cache-Control: public, max-age=31536000, no-cache
Last-modified: Wed, 15 Nov 1995 04:58:08 GMT

GET /index.css HTTP/1.1
If-Modified-Since: Wed, 15 Nov 1995 04:58:08 GMT

HTTP/1.1 304 Not Modified

15



HTTP/2

16


https://tools.ietf.org/html/rfc7540

briHapHbI

17



bbICTpee napcuHr
MeHblUe pa3mMep nakeTa

PasgeneHne 3anpoca Ha Ppenmbl

18


http://blog.jgc.org/2012/12/speeding-up-http-with-minimal-protocol.html#c5703739431744738432

[TOTOKM

19



Server

2
HEADERS

3
HEADERS

DATA

DATA

4
HEADERS

DATA

Client

20



Head-of-Line blocking

21


https://en.wikipedia.org/wiki/Head-of-line_blocking

CxaTue 3aronoskos (HPACK)

22


https://http2.github.io/http2-spec/compression.html

Request #1

HEADERS frame (Stream 1)

:method: GET
:scheme: https
thost: example.com
:path: /resource
accept: image/jpeg
user-agent: Mozilla/5.0...

implicit

implicit

HEADERS frame (Stream 3)
[ :path: /new_resource |

23



Request headers

- : L Encoded headers
:method GET 2 - = -
:scheme http 3 sathod —— =
thost  |example.com 2
:path | /path 19 | Haffran(*/path®) |
user-agent Mozilla/s.e 2
hdr-name | hdr-value

Huffman(“hdr -name™)
Huffman(“hdr-value”)




YcTpaHsaeTcs aybnmpoBaHme

ELIE MEHBbLWWI pa3mep NakeTa

25



What Web Developer Should Know About HTTP

K. Scott Allen

HTTP The Definitive Guide
David Gourley

HTTP caching
llya Grigorik

26


http://www.amazon.com/Every-Developer-Should-OdeToCode-Programming-ebook/dp/B0076Z6VMI/ref=sr_1_1?ie=UTF8&qid=1458055738&sr=8-1&keywords=HTTP
http://www.amazon.com/HTTP-The-Definitive-Guide-Guides/dp/1565925092
https://developers.google.com/web/fundamentals/performance/optimizing-content-efficiency/http-caching

B3anmMopgencreme
MPUIOXKEHU

21



Notes. find(name)

* -+

method arguments

28



Remote Procedure Call

"jsonrpc": "2.0",

"id": 1,
"method": "findNote",
"params": ["films'"]

"jsonrpc": "2.0",
"id": 1,
"result": {
"name": "films",
"text": "..."

29


http://www.jsonrpc.org/specification

REpresentational State Transfer

GET /notes/films HTTP/1.1

HTTP/1.1 200 Ok
Content-Type: application/json

{

"name": "films",
"text": M..."

30



type Note {
name: String!

text: String

type Query {

note(name: String!):

GraphQL

Note

31


http://facebook.github.io/graphql/draft/

GraphQL

POST /graphql HTTP/1.1
Content-Type: application/json

"query": "query note(name: $name) { name, text }",
"variables": { "name": "films" }

HTTP/1.1 200 Ok
Content-Type: application/json

"data": { "name": "films", "text": "..." },

32


http://facebook.github.io/graphql/draft/

gRPC

service NotesService {
rpc Find (NoteIdRequest) returns (Note) {}

message Note {
string name

I
=

string text

I
N

message NoteIdRequest {
string name = 1;

33


https://github.com/grpc/grpc/blob/master/doc/PROTOCOL-HTTP2.md

const NotesService

gRPC

grpc.load('notes.proto') .notes;

const client = new NotesService('localhost:50051');

client.find({ name:

"films'

}, (error, note) => {});

34


https://github.com/grpc/grpc/blob/master/doc/PROTOCOL-HTTP2.md

WebSockets

const socket = new WebSocket('ws://localhost:8080"');

socket.send (JSON.stringify({
id: '1',
method: 'findNote',
params: ['films']

1)

socket.onmessage = message => {
const { id, method, params } = JSON.parse(message);

/] ...
socket.send({ 1id, result });

1)

35


https://tools.ietf.org/html/rfc6455

REST

36



APXUTEKTYPHbIV CTW/b, MO3BONSIOLLAM

coenaTb CETeBOE B3auMOAencTBme yaobHee,
Npo3pavyHee n CTaHdapTM30BaHHee

Pon dunauHr

Architectural Styles and the Design of Network-
based Software Architectures

37


http://www.ics.uci.edu/~fielding/pubs/dissertation/rest_arch_style.htm

REST onpegensgeT noHATMS (pecypchl,
NpefcCTaBneHne Ons pecypCcos,
MHOEHTUMUKATOP Pecypcos)

/I TpebOBaHMA K B3aMMOAENCTBUIO
(KewnpoBaHme, CBA3aHHOCTb)

38



NP MOAXOANT KaK HeNb3s nyylle

39



[TpaBuna, KoTopble He BXoadT B REST,
HO aBNAtOTCA best practices

40



Use path, not query

/api?type=notes&id=films
/notes/films

41



/note/films
/notes/films

Use plurals, not singles

42



Use only nouns, not verbs

POST /notes/add
POST /notes

43



/note_1list
/notes

Avoid verbiage, use plurals

44



/pullRequests
/pull-requests

Use lowercase

45



/comments?note_id=films
/notes/films/comments

Use nesting

46



GET
GET
GET
GET

200

404
400

GET

[Tony4YaeT COCTOsHMeE pecypca B OAHOM U3
npeactasneHnit (JSON, XML, HTML)

/notes

/notes/films
/notes/films/pinned
/notes?limit=10

Ok

Not found
Bad request /notes?limit=muahahaha

47



POST

CO34aET HOBbIM PecypC C HaYabHbIM
COCTOSAHMEM, KOrga Mbl He 3Haem ero |ID

POST /notes

201 Created

409 Conflict

48



PUT

CO34aET HOBbIM PecypC C HaYabHbIM
COCTOSAHMEM, KOraa Mbl 3Haem ero |D

PUT /notes/films
PUT /notes/films/pinned

200 0Ok
204 No content

49



PUT

OOHOBNAET COCTOAHME CYLLECTBYOLLENO
pecypca LenKom

PUT /notes/films
PUT /notes/films/pinned

200 0Ok
204 No content

404 Not found

50



DELETE

YaansaeT CyWeCTBYOLWNM pecypc

DELETE /notes/films
DELETE /notes/films/pinned

200 0Ok
204 No content

404 Not found

5l



PATCH

OOHOBASET COCTOSIHME CYLECTBYHOLLENO
pecypca 4acTyHO

PATCH /notes/films

200 0Ok
204 No content

404 Not found

52



HEAD

3anpalnBaeT 3aroIoBKK, HTOObI MPOBEPUTH
CYLLECTBOBAHME PEeCypCa

HEAD /notes/films

200 Ok

404 Not found

53



OPTIONS

3anpalwmrBaeT NpaBhia B3anMOgeNCTBAS,
HanpyMep, OCTYMHbIE METOAbI

OPTIONS /search

204 No content
Allow: OPTIONS, GET, HEAD

POST /search

405 Method not allowed

o4



oemMnoTeHTHOCTb

55



OOVH W TOT Xe 3anpocC NPUBOANT K OAHOMY
TOMY e COCTOSHNIO

56



GET
OPTIONS
HEAD
POST
PUT
DELETE
PATCH

pa (6e3onacHbin)
pa (6e3onacHbin)
pa (6e3onacHbin)
HeT

aa

aa

HeT

51



CBY943aHHOCTb

58



Location

POST /notes HTTP/1.1
Accept: application/json
Accept-Encoding: gzip, deflate

Host: localhost:5000

"name": "films",
"text": "..."

HTTP/1.1 201 Created
Location: /notes/films

59



Hypertext As The Engine Of Application State

GET / HTTP/1.1
Host: api.github.com

HTTP/1.1 200 Ok
{

current_user_url: "https://api.github.com/user",
gists_url: "https://api.github.com/gists{/gist_id}"

60



Hypertext Application Language

GET /notes HTTP/1.1

HTTP/1.1 200 Ok

Accept: application/hal+json

{
"notes": [
{ "name": "films" },
{ "name": "games" }
1,
" Tlinks": {

"self": { "href":
"next": { "href":
"find": { "href":

"/notes" },
"/notes?page=2" 1},
"/notes/{?id}", "templated": true }

6l


http://stateless.co/hal_specification.html

Web API Design
Brian Mulloy

REST API Tutorial

62


https://pages.apigee.com/rs/apigee/images/api-design-ebook-2012-03.pdf
http://www.restapitutorial.com/

XMLHttpRequest

03


https://xhr.spec.whatwg.org/

XMLHttpRequest

const xhr = new XMLHttpRequest();
xhr.open('GET', '/notes');
xhr.send () ;

xhr.abort();

o4



xhr.onreadystatechange

xhr.onreadystatechange = () => {

if (xhr.readyState !== 4) {
return;

}

if (xhr.status === 200) {

console.log(xhr.responseText);

}

65



xhr.readyState

UNSENT ® Ha4vanbHoOe cocTofAHue
OPENED 1 BbI3BaH open
HEADERS_RECEIVED 2 nony4YeHbl 3arofioBKu
LOADING 3 3arpyxaeTtca Teno
DONE 4 3anpocC 3aBepuweéH

0>1-2>2>3>...23->4

06



xhr.setRequestHeader

xhr.setRequestHeader ('Content-Type',

"application/json');

of



xhr.getResponseHeader

xhr.getResponseHeader ('Content-Type'); // text/html

68



xhrtimeout

xhr.timeout = 30000; // 30s

xhr.ontimeout = () => {

console.log('Try again later');

69



FormData

<form name="notes">
<input name='"name'">
<input name="text'">

</form>

const xhr = new XMLHttpRequest();

const formData = new FormData(document.forms.notes);
formData.append('hiddenField', 'hiddenValue');

xhr.open('POST', '/notes');
xhr.send(formData) ;

70



FormData

<form name="notes">
<input name='"name'">
<input name="text'">
<input type="file">
</form>

const xhr = new XMLHttpRequest();
const notes = document.forms.notes;
const formData = new FormData(notes);

formData.append('file', notes.elements[3].file[0]);

xhr.open('POST', '/notes');
xhr.send(formData) ;

1



Download progress

xhr.onprogress = event => { // Every 50 ms

s

console.log(event.loaded); // Bytes
console.log(event.total); // Content-Length || ©

2



Using XMLHttpRequest
Using FormData Objects

73


https://developer.mozilla.org/en-US/docs/Web/API/XMLHttpRequest/Using_XMLHttpRequest
https://developer.mozilla.org/en-US/docs/Web/API/FormData/Using_FormData_Objects

Cross Origl

S

Q)

N Resurce

ing

74



MexaHn3M OrpaHnyeHmns JoCTyna K pecypcam
OHOIO NCTOYHMKA (Origin) Npy 3anpocax C

APYyroro

75



origin = scheme + host + port

76



GET, POST, HEAD, DELETE

il



Accept
Accept-Language
Content-Language
Content-Type
Cookie

78



[TpOCTble 3anpochl

GET /notes HTTP/1.1
Host: awesomenotes.com
Origin: http://notesdashboard.ru

HTTP/1.1 200 Ok
Content-Type: text/html
Access-Control-Allow-0Origin: http://notesdashboard.ru

HTTP/1.1 200 Ok
Content-Type: text/html
Access—-Control-Allow-Origin: *

79



CnoxHble 3anpochl

PUT /notes/films HTTP/1.1
Host: awesomenotes.com
Origin: http://notesdashboard.ru

80



CnoxHble 3anpochl

OPTIONS /notes/films HTTP/1.1
Host: awesomenotes.com

Access-Control-Request-Method: PUT
Access-Control-Request-Headers: accept-encoding

HTTP/1.1 204 No content

Access-Control-Allow-Methods: PUT

Access—-Control-Allow-Headers: accept-language, origin, accept-e
Access-Control-Max-Age: 60000

PUT /notes/films HTTP/1.1
Host: awesomenotes.com
Origin: http://notesdashboard.ru

81



Same-origin policy
HTTP access control (CORS)

Cross-Origin Resource Sharing

82


https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS
https://www.w3.org/TR/cors/

Fetch

83


https://fetch.spec.whatwg.org/

Fetch

const promise = fetch(url[, options]);



options

methtod: 'POST',
headers: {
"Accept': 'application/json'
})
body: new FormData(),
mode: 'same-origin', // cors, no-cors
cache: 'no-cache'

85



Promise

fetch('/notes'")
.then(response => {
response.headers.get('Content-Type'); // application/js

response.status; // 200

return response.json();

i)

.then(notes => {
console.info(notes);

i)

.catch(error => {
console.error(error);

1)

86



HeT yqobHOW BO3MOXHOCTW C1egnThb 3a
MpOrpeccom

BO3MOXHOCTb OTMEHUTbL 3anpoc
eCTb He BO BCex bpay3epax

87


https://developer.mozilla.org/en-US/docs/Web/API/AbortController/

This APl is so Fetching!

88


https://hacks.mozilla.org/2015/03/this-api-is-so-fetching/

WebSockets

89


https://tools.ietf.org/html/rfc6455

[TPOTOKON MONHOAYMNEKCHOM CBA3M MOBEPX
TCP-coeamnHeHns

90



CepBep

const express = require('express');
const http = require('http');
const ws = require('ws');

const requestHandler = express();
const httpServer = http.Server(requestHandler);
const websocketServer = new ws.Server({ server: httpServer });

websocketServer.on('connection', socket => {
socket.send('Hello, Client!');

1)

httpServer.listen(8080);

91



KAaneHT

const socket = new WebSocket('ws://localhost:8080/socket');

socket.onmessage = messageEvent => {

console.log(messageEvent.data); // Hello, Client!

s

socket.onopen = () => {
socket.send('Hello, Server!');

s

92



CepBep

websocketServer.on('connection', socket => {
socket.send('Hello, Client!');

socket.on('message', message => {
console.log(message) ;
1)
1)

93



bHapHbIe daHHbIe

socket.onopen = () => {

s

socket.send(document.forms[0] .elements[0].files[0]);

94



bHapHbIe daHHbIe

socket.on('message', message => {
if (message instanceof Buffer) {

/] ...

1)

95



VIHMUMann3aums Ha4nHaeTcs ¢ 00bIYHOMO
HTTP GET 3anpoca

96



NHUUManm3aymd

GET /socket HTTP/1.1
Connection: Upgrade
Upgrade: websocket

HTTP/1.1 101 Switching Protocols
Connection: Upgrade
Upgrade: websocket

97



NHUUManm3aymd

GET /socket HTTP/1.1
Connection: Upgrade
Upgrade: websocket

Sec-WebSocket-Version: 13
Sec-WebSocket-Key: HjqL8dt/Sx6poK1PwQbtkg=
Sec-WebSocket-Extensions: permessage-deflate

HTTP/1.1 101 Switching Protocols

Connection: Upgrade

Upgrade: websocket

Sec-WebSocket-Accept: IffTcaXvslUQ/19cSA4gNIUjHIc=

98



[ToaBepeH npobneme Head-of-Line Blocking

99



HeobxoanmMo Ha YPOBHE MPUIOMEHNS
Deann30BbIBaTh KeWMpOoBaHMe 1 Apyrue
MexaHM3Mbl, KoTopble B HTTP ecTb 113 KOpOOKM

100



HTTP onTMMN3MPOBaH ANA KOPOTKMX
MepuoanyYecKmnx Ceccum, N Kak cneacTBume BCS
MHMPACTPYKTYpa BOKPYT: CepBepa, MPOKCU-
cepBepa, banaHcepsl

101



Nginx

location /socket {

proxy_http_version 1.1;
proxy_set_header Upgrade websocket;
proxy_set_header Connection upgrade;
proxy_read_timeout 3600;
proxy_send_timeout 3600;

102



Writing WebSocket servers

103


https://developer.mozilla.org/en-US/docs/Web/API/WebSockets_API/Writing_WebSocket_servers

High Performance Browser Networking
llya Grigorik

104


https://hpbn.co/

