be30MacHOCTb
BEO-MPUTOKEH NI/

CeméH MaxaeB




Aucknenmep

[prmMepbl KoAa B NeKLUM CopepxaT ya3BUMOCT 1!
[oxanyncTa, He MCNOoNb3yMnTe VX B BalINX
MPUNOXKEHNSX




[Toyemy 6€30MacHOCTb
— 3TO BAXHO?









Yrpo3a

[TOTeHUKManbHO BO3MOXHOE CODObITUE,
KOTOpOe NOCpeacTBOM paboThl
C KOMMOHeHTaMK CepBMCa, MOXET HAHECT!

ylwepb



Ya3BMMOCTb

CBOWCTBO CepBuca, MCNob3oBaHme
KOTOPOrO 3/10YMbILWAEHHMKOM NPUBOANT
K peanu3aumm yrpo3bl



ATaKa

Peannsaunsa yrposbl, MyTeEM KUCMOAb30BaHNS
YA3BMMOCTEN



OWASP

The Open Web Application Security Project




HTO Mbl 3aLlLMLLAEM?
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Browser

Frontend

Application 1

Application 2

Application N

Database

Cache

Queue

.

Storage
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Server-side Client-side




CepBepHad 4YacTb

Jlornyeckume yassmMocCTy
OWwmnbKM aKcnNyaTaumm

OWnbKN peannsaumm
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Jlornyeckre ya3BMMOCTM

OTCyTCTBME pa3rpaHmyeHnil npaB 4OCTyMNa

136bITOYHAsA Hebe3onacHas
(OYHKLUMOHANBHOCTb

14



CeKpeTHbIV yp/I

GET https://my-awesome-site.ru/admin

GET https://my-awesome-site.ru/aliSFlal434snf

B 0boux cnyvasx Takas hyHKUMOHANbHOCTb MOXET ObITb CKOMMPOMETMPOBaHA

15



fHpeKc  napons

-—
——
Momck KaptuHkn Buwaeo Kaptel Mapker HosocTw  MepeBogumnk y3bika Ewe
B Mockes [4 @ docsgooglecom < .ru TouHo kak B 3anpoce
Pyccrmi AHFIWACKKUA Ewg ~ Tun dharina ~
3a cyTEm 3a 2 Henenu 3a mecAy or
OumcTuTs
[NoKka3aHs! pe3ynsTatel ONA MockBsl Bucbanex
& Maponu HoBble
docs.google.com > spreadsheets/d/1k-bFN_QhOo_...J .. =
Maponu Hozsle : Juet1. A 14ac Hazag
& Maponu - Google Tabnuup!
docs.google.com > spreadsheets/d/..._._ fedit v
Ccrinka. Noruk. Mapons. 2. 501, nozae4epa
& JNorwn/napone uHcTa - Google TaGnuupl
docs.google.com > spreadsheets/d/ . /fedit »
Norvn/napones uHcTa. OTEPEITE gocTyn. ... Haumedoeanwe. Jorud. Mapons. 2 wona
KommenTapui. 2. HuTats 21wé >
& Konws INoruxsl naponu
docs.google.com > spreadsheets/d/1-.../himliview v
Ccrinka. Noruk. Mapone. AyTedTudmkadua. 2. 14ac Hazag

Hawnack 1 TeiC. pesynsraTtoe
4 MPH NoKa30E B MeCcAL

Hate o6bRENEHUE

16



Jlornyeckre ya3BMMOCTM

OTCyTCTBME pa3rpaHmyeHnil npaB 4OCTyMNa

136bITOYHAsA Hebe3onacHas
(OYHKLUMOHANBHOCTb

HapyLlweHye NorKy paboTbl MPUNOXKEHUS

17



DYHKUMOHANBHOCTbL OMNNaThl

Bblbrpaem cnocob onnatsl

GET https://online-shop.

[ponssoaum onnaty

GET https://online-shop.

MoaTeepxagaem no CMC

GET https://online-shop.

[onyyaem ToBap

GET https://online-shop.

ru/payment/step/1

ru/payment/step/2

ru/payment/step/3

ru/payment/step/4

18



Insecure direct object reference

GET https://disk.yandex.ru/client/1028379420

GET https://disk.yandex.ru/client/123

19



Insecure direct object reference

GET https://disk.yandex.ru/client/1028379420

GET https://disk.yandex.ru/client/123

ECTb BO3MOXHOCTb NOYHNTb flaHHbIe APYroro noab3oBaTend

20



[ IpeanoChinKYM

CNOXHOCTW peanm3aummn
[1noX0o NpoayMaHHasd apxmMTeKTypa

HenosevecKuin MakTop

21



OwmnbKK peanm3aunm

IHBbeKUMKM 1 Hebe3onacHas cepranm3aums
OTKpPbITblE PeANPEKTb
Cnabas kpuntorpadus

bUHapPHbIE YA3BMOCTM

22



HBEeKU MK

Y43BMMOCTMN, HallpaB/J€HHbIE Hd
BO3IMOXHOCTb BHEAPEHNA YITPABIAKOLWETO
KOA4d B A3blK 3al1pPOCOB

23



SQL nHbeKkummn éd

const { id } = req.query;

const sql = "SELECT * FROM adventures WHERE -id='s${id}'; ;
GET /adventures?id=123

SELECT x FROM adventures WHERE id='123";

24



SOL vHbeKumm ¢l

GET /adventures?id=123

25



SOL MHBbeKUnn ¢4

GET /adventures?id=123' or '1'='1
SELECT *x FROM adventures WHERE id='123' or '1'='1";

GET /adventures?id=123%27%200r%20%271%27=%271

26



SQL MHbeKkummn b

21



SOL nHbekumm ¢
CaHUTam3nTb / 3CKENNNTb AaHHbIE

Vicmonb3oBaTtb ORM

Icnonb3oBaTh prepared statements

28



SCKENMUHT

const { name } = req.body;
const escaped = name.replace('\'', "\'\''");

const sql = °
SELECT % FROM adventures WHERE name='${escaped}';

PaboTaeT TONbKO B YacTHOM Cniydae

29



Prepared statements

PREPARE findAdventure (text) AS
SELECT * FROM adventures WHERE name = $1;

EXECUTE findAdventure('magic');

const { name } = req.body;

sequelize
.query('SELECT * FROM adventures WHERE name
replacements: { name },
type: sequelize.QueryTypes.SELECT

i)

.then(adventures => res.send(adventures));

Prepared statements B PostgreSQL

‘name',

{

30


https://www.postgresql.org/docs/%EF%BC%99.6/sql-prepare.html

Command injection @

import { exec } from 'child_process';

const { repo, name } = req.body;

exec( git clone ${repo} );
exec( cd ${name} );
exec('npm install');
exec('npm test');

POST /hook

{
repo: 'https://github.com/urfu-2018/telltail.git',

31



Command injection @

import { exec } from 'child_process';

const { repo, name } = req.body;

exec( git clone ${repo} ); // @
exec( cd ${name} ); // @
exec('npm install');

exec('npm test');

POST /hook

{
repo: 'https://github.com/urfu-2018/telltail.git’

32



Command injection

POST /hook

repo: 'https://github.com/urfu-2018/telltail.git’,
name: 'telltail && sudo rm -rf /app/'

exec('cd telltail && sudo rm -rf /app/')

33



Command injection

POST /hook

repo: 'https://github.com/urfu-2018/telltail.git’,
name: 'telltail && sudo rm -rf /app/'

exec('cd telltail && sudo rm -rf /app/')

34



Command injection

Pa3brnBaTb CEPBIC HA MUKDPOCEPBMCHI

He nepefaBaTh NONb30BATENBCKIM BBO/, B
MmapameTpbl

He 3allyCKaTb HOBblE MNMpOoUeCChbl N3
[MOJTIb30BATEJIbCKNX 3alPOCOB

1301MPOBaTh 3aMyCKaeMblil KOf

BO3MOXHO, BaM 3TO He HY)KHO

35



Command injection @

import { exec } from 'child_process';

const { repo, name } = req.body;

const repoRegex = /Ahttps?:\/\/[\w\d.\/\-1+\.git$/;
const nameRegex = /A[AM{}()<>&*|=2;[\I1$\—~!.%\/:+"' " #]+$/;

if (!repo.match(repoRegex) || !name.match(nameRegex)) {
return;

}

exec( git clone ${repo} );
exec( cd ${name} ); // ...

36



CRLF Injection

[TpoKcmpyem 3anpoc B O3KeH

const { pathname } = req;

const data = await got( https://${apiHostname}/${pathname} );
MyTb Ha hpoHTe Npeocbpa3syeTcs B NyTb Ha H3Ke

Ha dopHTe:  GET /handle

Ha 63ke: GET /backend/handle

37



CRLF Injection

GET /hand1e%20HTTP/1.0%0D%0OAHOSt%3A%20test%0OD%OA%OD%OA HTTP/1.0\r\n
Host: frontend\r\n
\r\n

38



CRLF Injection

GET /hand1e%20HTTP/1.0%0D%OAHOSt%3A%20test%0OD%OA%OD%OA HTTP/1.0\r\n
Host: frontend\r\n
\r\n

3anpoc K 63aKkeHAy:

GET /backend/handle HTTP/1.0\r\n
Host: test\r\n

\r\n

HTTP/1.0\r\n

Host: backend\r\n

39



CRLF Injection

GET /hand1e%20HTTP/1.0%0D%OAHOSt%3A%20test%0OD%OA%OD%OA HTTP/1.0\r\n
Host: frontend\r\n
\r\n

3anpoc K 63aKkeHAy:

GET /backend/handle HTTP/1.0\r\n
Host: test\r\n

\r\n

HTTP/1.0\r\n

Host: backend\r\n

Monb30BaTENbCKNI BBOJ NMOMaAaeT B OTBET cepBepa

40



HTTP Header Splitting

GET /api/vl/vulnerable HTTP/1.0\r\n
Host: frontend\r\n

Referer: test%0D%0ASet-Cookie:%20name=Al17ce%0D%OA\r\n
\r\n

GET /application/vulnerable HTTP/1.0\r\n
Host: backend\r\n

Referer: test\r\n

Set-Cookie: name=Alice\r\n

\r\n

Set-Cookie: name=Bob\r\n

\r\n

41



HTTP Header Splitting

GET /api/vl/vulnerable HTTP/1.0\r\n
Host: frontend\r\n

Referer: test%0D%0ASet-Cookie:%20name=Al17ce%0D%OA\r\n
\r\n

GET /application/vulnerable HTTP/1.0\r\n
Host: backend\r\n

Referer: test\r\n

Set-Cookie: name=Alice\r\n

\r\n

Set-Cookie: name=Bob\r\n

\r\n
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HTTP Header Splitting

GET /api/vl/vulnerable HTTP/1.0\r\n
Host: frontend\r\n

Referer: test%0D%0ASet-Cookie:%20name=Al17ce%0D%OA\r\n
\r\n

GET /application/vulnerable HTTP/1.0\r\n
Host: backend\r\n

Referer: test\r\n

Set-Cookie: name=Alice\r\n

\r\n

Set-Cookie: name=Bob\r\n

\r\n

VIHbekuns B HTTP-3aronoske Referer

43



HTTP parameter contamination

GET /handle?payload=1%26login=admin

GET /handle?payload=1&login=admin&login=user

44



HTTP parameter contamination

GET /handle?payload=1%26login=admin

GET /handle?payload=1&login=admin&login=user

VIHbekuma B GET-napameTpe payload

45
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Path traversal

GET /handler?filename=1image.jpg

GET /handler?filename=../../../../../etc/passwd

Hy>KHO pa3rpaHunyMBaTh NpaBa AoCTyMNa K AMPEKTOpUsSM B aliioBOM cucTeMe

47



Race conditions (roHKn)

const { code } = req.body;

const isValid = await PromoCode.validate(code);
if (ldisvValid) {

return;

await PromoCode.activate(code);
await PromoCode.markAsUsed(code) ;

48



Race conditions (roHKn)

const { code } = req.body;

const isValid = await PromoCode.validate(code);

if (!lisvValid) {
return;

await PromoCode.activate(code);
await PromoCode.markAsUsed(code); // ©

HyHGK)MCHOﬂb3OBaTpraHBaKuMM

49



PacKpbiTVe MHMOpMaLnK

3aronoBKK 3anpoca B OTBETE cepBepa

CCbIIKM Ha BHYTPEHHIOH JOKYMEHTaLM0 /
OMMCaHMe BHYTPEHHUX CTRYKTYP

A3bIK 1 DPENMBOPK
OTnapgoYHble gaHHble B production
Traceback B production

Hebe3onacHoe NorMpoBaHme 50



KpunTorpapu4

KpunTorpadus == bezonacHocCTb
«[lTocnenHn pybex»
He XpaHWTb Mapo/n B OTKPLITOM BUAE

[ TPy xeWwrpoBaHMM MCNONb30BATb COJb

5l



Denial of service

const { text } = req.body;

const regex = /Ahttps?:\/\/\w+@\w+\.\w+$/;
const isValidEmail = Boolean(text.match(regex));
const statusCode = 1disValidEmail ? 200 : 400;

res.sendStatus(statusCode);

52



Denial of service

const { text } = req.body;

const regex = /Ahttps?:\/\/\w+@\w+\.\w+$/;
const isValidEmail = Boolean(text.match(regex)); //
const statusCode = 1disValidEmail ? 200 : 400;

res.sendStatus(statusCode);

|
H

53



Denial of service

const isValidEmail = Boolean(text.match(regex));

while (true); do

curl SURL -d '{ text: $(cat "BownHa u mup.txt") }';

done

o4



Distributed Denial of service

CalT He 4OCTYNeH
CalT A0AT0 33rpyXaercs

55



OWNOKN apXUTEKTYPbI

HeKkoppeKTHas aBTopm3aums u
AYTeHTUDUKaLMS

ATaka SSRF

56



AYyTEHTUDUKALMS 1 aBTOPU3ALNS

Client

= Application 1
Frontend
Application2 |
s
= Application N
Cookie / OAuth ticket

m Ticket
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ATaka Server Side Request Forgery

Database

Cache

Browser Frontend
Application 1
Application 2
http://something.com |

Storage
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ATaka Server Side Request Forgery

Database

Cache

Browser Frontend
302 Application 1
Application 2
http://something.com |

Storage
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ATaka Server Side Request Forgery

Database

Cache

Browser Frontend
http://something.com Application 1
Application 2
Proxy |

Storage

00



B AHOeKce

Security Review

ABTOMATMYECKOE CKaHMPOBaHMeE
Be3onacHble 0bLLe KOMMOHEHTHI
AYyTEHTUMMKALMSA 1 aBTOPKM3ALUS

CeKpeThbl 1 TOKEHbI

6l



Client side

62



Same Origin Policy

http://a.yandex.ru/dirl
http://a.yandex.ru/dirl/dir2
https://a.yandex.ru/dirl
http://a.yandex.ru:8080/dirl

http://b.yandex.ru/dirl

63



Cookie

Set-Cookie: id=1111; Path=/admin/
Set-Cookie: 1d=2222; Path=/; Domain=my.example.com
Set-Cookie: id=3333; Path=/; Http-Only; secure

o4



Cookie

Set-Cookie: id=1111; Path=/admin/
Set-Cookie: 1d=2222; Path=/; Domain=my.example.com
Set-Cookie: 1d=3333; Path=/; Http-Only; secure

Http-Only - Kyka He gocTynHa n3 JS

Secure - KyKa nepefaercd Tobko no HTTPS

65



Cross-Origin Resource Sharing

GET /handler/ HTTP/1.1

Host: myawesomedomain.com
Origin: https://attacker.com
Cookie: session=123

HTTP/1.0 200 OK
Access-Control-Allow-Origin: https://attacker.com
Access-Control-Allow-Credentials: true

06



Cross site request forgery

GET /modify HTTP/1.0
Host: vulnerable.com

Browser

[

https://vulnerable.com

HTTP/1.0 200 OK
<img src="https://vulnerable.com/modify”>

GET/HTTP/1.0
Host: attacker.com

https://attacker.com

o



Cross site request forgery

POST /modify HTTP/1.0
Host: vulnerable.com
X-CSRF-Token: keyboard-cat

68



Cross site request forgery

POST /modify HTTP/1.0
Host: vulnerable.com
X-CSRF-Token: keyboard-cat // & #

69



Cross-site request scripting (XSS)

ATaKa, NPy KOTOPOU BPeAOHOCHbIN KO
BHEAPAETCS B KO/ BALLEro cCanTa 1 MOXET
ObITb 3aMyLLeH

70



Cross-site request scripting (XSS)

Reflected Stored

1



<textarea id="textarea" type="text"></textarea>
<button id="button">CoxpaHntb</button>
<div 1did="result"></div>
<script>
button.addEventListener('click', function () {

result.innerHTML = textarea.value;

1)

<script>

CoxpaHuUTb

|

onb3osartenb Hanwmcan B 25 anpend 8 17:45




ﬂHﬂeKc KOMMAHWUA BNnor BAKAHCUMU PA3PABOTYUKAM PEKNAMOJOATENAM emenMakhaev

X MEHIO TnasHas Q

FnaBHas

MNMowuck no 3anpocy «%27>><marquee>
— <h1>SYSTEM_CRASHERS</h1>
Petwenvin g orpacnei </marquee>»

O6yyeHne

Bce cTpanuubl WUckomas KoMGMHaLMs CNOB HUFAe He BCTpeYaeTcs
PeknamHbIM areHTcTBam Hosoctn

KoHTekcTHas peknama

Mnowapkam: TexHonorum MepwitHas peknama
Ans uspatenei
Mo6unbHas peknama
Knaccudaippi
Marepwuansl e
no npoaykTam eopeknama

Keiicbl n uctopum ycnexa

Obyuyenve
KoHTaKTbl 4
KoHTakTbl
TpeboBaHuWs K peknamMmHbIM
MaTepuanam
Mowuck

73



Cross-Site Scripting

CaHUTAMU3UHT / 3CKENNUHT aHHbIX Ha
BbIXOAE

beCKyKOBbIVM AOMEH A9 MONb30BATENbCKUX
CKpMNTOB

3aronoBoK X-XSS-Protection

Content Security Policy 74



CaHUTaAU3UHT

import sanitizeHtml from 'sanitize-html';

const evilHtml = °
<p style="background-image: url('attacker.com')">
Hello, world!
</p>
<script>alert(document.cookie);</script>

const kindHtml = sanitizeHtml(evilHtml, {
allowedTags: ['a', 'p', 'div'],
allowedAttributes: { a: ['href'] }
IO

75



<KXSS>? 75 l—«<hr/>&{ ()}
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Content Security Policy

Content-Security-Policy:
default-src 'self';
img-src *;
script-src: trusted.com;

i



Content Security Policy

Content-Security-Policy:
media-src: https://yandex.ru

78



Content Security Policy

Content-Security-Policy:
media-src: https://yandex.ru

Cnucok gupektns CSP

* obpalllaeM BHMMaHKe Ha NoAaepXKy bpay3epamu

79


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy#Directives
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP#Browser_compatibility

ClickJacking

& = C | [} file///C:/Usersffil9/Desktop/bananashtml

<iframe src="https://vk.com">
</iframe>

Click to WIN!

<a href="http://attacker.com">
Click to WIN!
</a>

80



ClickJacking

X-Frame-Options: ALLOW-FROM http://trusted.com
X-Frame-Options: SAMEORIGIN
X-Frame-Options: DENY

* X-Frame-Options: ALLOW-FROM He paboTaeT B Google Chrome

**Ho ecTb anpekTmBa CSP frame-ancestors

81


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/frame-ancestors

MHOTOKpaTk

C

DO

DOMDb

asi OTNpPaBKa
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Y70 nenatb, 4TOObLI ObINO De3onacHee

YHUDUKaLUMSA CEPBUCOB

He noBepsnTe MoNb30BaATENbCKMM AAHHbIM

ABTOMaTU3aLMA (aHanM3 Koaa,
CKaHVpOBaHMS)

Obuwme be3onacHble KOMMOHEHTHI

npm audit

83



CCbINKW/

fanag OWASP v4

Jlekunwm LB

HTMLS5 Security Cheatsheet
Helmet.js

Acunetix &

Burb Suite
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https://www.owasp.org/index.php/OWASP_Testing_Guide_v4_Table_of_Contents
https://academy.yandex.ru/events/system_administration/msk-2018/
https://html5sec.org/
https://helmetjs.github.io/
https://www.acunetix.com/
https://portswigger.net/burp
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